Carman’s CPSC 441 Practice Final – Fall 2001

note: this does not include material from the first half of the course, refer to midterm review for material from the first half (your final is cumulative, but will contain more from the second half)

I. Long Answer Section

1) Given the IP address 142.173.189.60 and Subnet Mask 255.255.240.0 answer the following questions.

a) What class of IP address is this?

b) How many different subnets can this network have?

c) How many hosts per subnet can this network have?

d) What is the subnet number of the IP address?

e) What is the host number of the IP address?

2)  Here is a portion of a standard UNIX/Linux file:

136.159.7.64    group3                          # Pentium MS-671B

136.159.7.201   group1                          # PC MS-671  saul

136.159.7.208   group2                          # Saul's PPro

136.159.7.209   group13                         # Saul's office PC

136.159.7.213   group7                          # Saul's PC

136.159.7.214   group8                          # Saul's PC

136.159.7.216   group4                          # Saul PC

136.159.7.217   group5                          # Saul PC

136.159.7.218   group6 grouplab                 # Saul PC

136.159.7.219   group9                          # Saul PC

136.159.7.220   group10                         # Saul PC

136.159.7.221   group11                         # Saul PC

136.159.7.222   group12                         # Saul PC

a) What file is being displayed (include the full path)?

b) The host name of Carman’s computer is group 7, what is the corresponding IP address?

3) Here is a portion of a standard UNIX/Linux file:

daytime         13/udp

netstat         15/tcp

chargen         19/tcp          ttytst source

chargen         19/udp          ttytst source

ftp-data        20/tcp

ftp             21/tcp

telnet          23/tcp

smtp            25/tcp          mail

time            37/tcp          timserver

time            37/udp          timserver

name            42/udp          nameserver

whois           43/tcp          nicname         # usually to sri-nic

domain          53/udp

domain          53/tcp

bootps          67/udp                          # BOOTP/DHCP server

bootpc          68/udp                          # BOOTP/DHCP client

hostnames       101/tcp         hostname        # usually to sri-nic

pop2            109/tcp         pop-2           # Post Office Protocol

pop3            110/tcp                         # Post Office Protocol3

sunrpc          111/udp         rpcbind

sunrpc          111/tcp         rpcbind

imap            143/tcp         imap2           # Internet Mail Access
a) What file is being displayed (include the full path)?

b) What port number is the TELNET service using?

c) What protocol is the FTP service using?

4) Given the IP address 192.168.2.7, CIDR Mask /21, and Netmask 255.255.255.192 answer the following questions.

a) How many different subnets can this network have?

b) How many hosts per subnet can this network have?

c) What is the subnet number of the IP address?

d) What is the host number of the IP address?

5) Given the following network map, build a routing table for node D and a list of the output lines D will use.  Distance vector routing is used.  Distance between nodes is represented with an integer equivalent to the delay to send a packet between the nodes.

These vectors have just come in to router D:

from E:  (5, 10, 7, 13, 0, 7)

from C:  (11, 16, 0, 3, 7, 4)

from A:  (0, 9, 3, 6, 12, 8)

D measures the delay to: A=5, C=2, E=7
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a.) D’s new routing table?

b.) D’s list of output lines?

II. Multiple Choice

1. If instead of having an 8 bit network portion for class A addresses 10 bits were used to represent the network, how many different class A networks could there be?

a.) 2^8

b.) 2^9

c.) 2^10

d.) 2^10 –2

2. Which routing algorithm uses routers in different regions which contain routing tables for only the particular region?

a.) Hierarchical Routing

b.) Distance Vector Routing

c.) Link State Routing

d.) Distance State Routing

3. Dynamic or adaptive routing algorithms can change route decisions dynamically based on:

a.) network traffic

b.) the network topology

c.) the protocol used in the transport layer, TCP or UDP

d.) a and b

4. When using static or non-adaptive routing algorithms:

a.) routes are based on the protocol used in the transport layer, TCP or UDP

b.) routes are never changed

c.) routes are decided offline and downloaded to routers

d.) routes are updated in a routing table depending on amounts of network congestion

5. Datagram subnet organization refers to

a.) a subnet where packets may follow different routes

b.) a subnet where all packets follow the same route specified during the connection setup

c.) a subnet where the route each packet takes is determined during the connection setup, each route either being the same or different as other packets

d.) a subnet where the weight of each packet is used to determine the route

6. Virtual Circuit subnet organization refers to

a.) a subnet where packets may follow different routes

b.) a subnet where all packets follow the same route specified during the connection setup

c.) a subnet where the route each packet takes is determined during the connection setup, each route either being the same or different as other packets

d.) a subnet where the weight of each packet is used to determine the route

7. The responsibility of the Network Layer is:

a.) routing to a specific process

b.) routing to a specific node

c.) to provide services like FTP and TELNET

d.) routing to a specific Christmas tree
8. The responsibility of the Transport Layer is:

a.) routing to a specific process

b.) routing to a specific node

c.) to provide services like FTP and TELNET

d.) routing to a specific Christmas tree

9. The responsibility of the Application Layer is:

a.) routing to a specific process

b.) routing to a specific node

c.) to provide services like FTP and TELNET

d.) routing to a specific Christmas tree

10. The responsibility of Santa Claus is:

a.) routing to a specific process

b.) routing to a specific node

c.) to provide services like FTP and TELNET

d.) routing to a specific Christmas tree

11. This provides routing within each network of an internetwork:

a.) interior gateway protocol

b.) exterior gateway protocol

c.) dynamic vector routing

d.) alterior gateway protocol

12. This provides routing between networks of an internetwork

a.) interior gateway protocol

b.) exterior gateway protocol

c.) dynamic vector routing

d.) alterior gateway protocol

13. When discussing internetwork routing:

a.) all networks must use the same routing algorithm

b.) networks can choose different routing algorithms

c.) the routing algorithm is always link state routing

d.) the routing algorithm is always distance vector routing

Match the following UNIX commands with their sample output:

a.) nslookup

b.) ping

c.) netstat

d.) ifconfig

e.) rm –R *

14. _____

UDP: IPv4

   Local Address         Remote Address     State

-------------------- -------------------- -------

csc.62519            loghost.syslog         Connected

csc.62520            csa.syslog             Connected

TCP: IPv4

   Local Address        Remote Address    Swind Send-Q Rwind Recv-Q  State

-------------------- -------------------- ----- ------ ----- ------ -------

csc.ssh              mp3.acs.ucalgary.ca.4587 24616      0 24616      0 ESTABLISHED

csc.781              nsb.nfsd             196608    111 24820      0 ESTABLISHED

csc.765              nsa.nfsd             196608      0 24820      0 ESTABLISHED

csc.ssh              24.64.139.68.1030    32767      0 24616      0 ESTABLISHED

csc.55667            csc.6012             32768      0 32768      0 ESTABLISHED

csc.6012             csc.55667            32768      0 32768      0 ESTABLISHED

csc.55670            csc.6012             32768      0 32768      0 ESTABLISHED

csc.6012             csc.55670            32768      0 32768      0 ESTABLISHED
15. _____

Server:  localhost.cpsc.ucalgary.ca

Address:  127.0.0.1

Name:    csc.cpsc.ucalgary.ca

Address:  136.159.5.16

16. ______

64 bytes from acs4.acs.ucalgary.ca (136.159.34.204): icmp_seq=0 ttl=253 time=2.008 msec

64 bytes from acs4.acs.ucalgary.ca (136.159.34.204): icmp_seq=1 ttl=253 time=2.416 msec

64 bytes from acs4.acs.ucalgary.ca (136.159.34.204): icmp_seq=2 ttl=253 time=2.430 msec

64 bytes from acs4.acs.ucalgary.ca (136.159.34.204): icmp_seq=3 ttl=253 time=1.875 msec

64 bytes from acs4.acs.ucalgary.ca (136.159.34.204): icmp_seq=4 ttl=253 time=2.287 msec

64 bytes from acs4.acs.ucalgary.ca (136.159.34.204): icmp_seq=5 ttl=253 time=1.800 msec

17. _______

eth0      Link encap:Ethernet  HWaddr 00:10:5A:CB:84:1D  

          inet addr:142.173.189.60  Bcast:142.173.191.255  Mask:255.255.240.0

          UP BROADCAST NOTRAILERS RUNNING  MTU:1500  Metric:1

          RX packets:4 errors:0 dropped:0 overruns:0 frame:0

          TX packets:5 errors:0 dropped:0 overruns:0 carrier:0

          collisions:0 txqueuelen:100 

          RX bytes:2176 (2.1 Kb)  TX bytes:2420 (2.3 Kb)

          Interrupt:3 Base address:0xd800 

lo        Link encap:Local Loopback  

          inet addr:127.0.0.1  Mask:255.0.0.0

          UP LOOPBACK RUNNING  MTU:16436  Metric:1

          RX packets:62 errors:0 dropped:0 overruns:0 frame:0

          TX packets:62 errors:0 dropped:0 overruns:0 carrier:0

          collisions:0 txqueuelen:0 

          RX bytes:4340 (4.2 Kb)  TX bytes:4340 (4.2 Kb)

18. The IP Addressing problem is:

a.) IP addresses are too hard to calculate subnet and host numbers from

b.) With only 32 bits to represent an address, we are running out of addresses

c.) Question 1 from the written section

d.) With only 16 bits to represent the network portion of a class C address there aren’t enough addresses of this class

19. Which is a new 128 bit version of IP?

a.) IP Version 4

b.) IP Version 5

c.) IP Version 6

d.) IP Version 7

20. What is the 3 bit prefix of a class C address?

a.) 101

b.) 001

c.) 110

d.) 111

21. Given that 8 bits represent the network portion of a class A address, how many possible class A networks can there be?

a.) 2^8

b.) 2^8 –2

c.) 2^6

d.) 2^7

22. Which is the method to connect multiple computers to the Internet via one IP address?

a.) NAT

b.) CIDR

c.) RARP

d.) ARP

23. This protocol converts an IP address to a NIC address:

a.) NAT

b.) CIDR

c.) RARP

d.) ARP

24.  This protocol converts a NIC address to an IP address:

a.) NAT

b.) CIDR

c.) RARP

d.) ARP

25. Which provides clients with dynamic IP addresses?

a.) BOOTP

b.) DHCP

c.) DNS

d.) RARP

e.) ARP

26. Which provides clients with static IP addresses?

a.) BOOTP

b.) DHCP

c.) DNS

d.) RARP

e.) ARP

27. The following is the list of function calls for a non-concurrent server in socket programming:

a.) socket, bind, listen, accept, read/write, close

b.) socket, listen, bind, accept, read/write, close

c.) socket, listen, accept, bind, read/write, close

d.) socket, bind, accept, listen, read/write, close

28. The following is the list of function calls for a client in socket programming:

a.) socket, bind, connect, read/write, close

b.) socket, listen, connect, read/write, close

c.) socket, connect, read/write, close

d.) socket, accept, connect, read/write, close

29. The fork command is used for a concurrent server using sockets to:

a.) create child processes to listen for the next connection

b.) create child processes to handle the communication

c.) create child processes to accept and communicate with clients

d.) create child processes to mow the lawn

30. A reliable datastream where bytes arrive in the same order refers to:

a.) connect-the-dots service

b.) datagram service

c.) connection-oriented service

d.) connection-less service

31. An unreliable datastream where a connection does not have to be setup and maintained refers to:

a.) connect-the-dots service

b.) datagram service

c.) connection-oriented service

d.) connection-less service

32. A connectionless service can be:

a.) acknowledged

b.) unacknowledged

c.) both a and c

d.) none of the above

33. The most important part in a TCP or UDP header is:

a.) destination IP address

b.) destination port #

c.) source IP address

d.) checksum

34. TCP and UDP reside in:

a.) the datalink layer

b.) the network layer

c.) the transport layer

d.) the application layer

35. Which protocol provides the best way to transfer data from a source node to a destination node across an internetwork?

a.) TCP

b.) UDP

c.) IP

d.) both a and b

36. The Internet Protocol resides in:

a.) the datalink layer

b.) the network layer

c.) the transport layer

d.) the application layer

37. TCP is:

a.) connectionless

b.) connection-oriented

c.) a and b, you can decide

38. UDP is:

a.) connectionless

b.) connection-oriented

c.) a and b, you can decide

39. Which provides a mapping between host names and IP addresses?

a.) TCP

b.) UDP

c.) DNS

d.) DAS

40. Which is a fully qualified domain name?

a.) cpsc.ucalgary.ca

b.) ucalgary.ca

c.) csl.cpsc.ucalgary.ca

d.) localhost

41. Which command provides the name and IP of a Domain Name Server used by your computer?

a.) netstat

b.) nslookup

c.) dnslookup

d.) ifconfig

42. A concurrent server provides:

a.) sequential connections

b.) consequential connections

c.) inconsequential connections

d.) simultaneous connections

43. A non-concurrent server provides:

a.) sequential connections

b.) consequential connections

c.) inconsequential connections

d.) simultaneous connections

44. This is the process of verifying a node is who they say they are:

a.) polygraph test

b.) authentication

c.) authorization

d.) attenuation

45. This is the process of verifying a node can perform a particular operation:

a.) polygraph test

b.) authentication

c.) authorization

d.) attenuation

46. In authorization the node being verified is:

a.) previously known

b.) not previously known

c.) only known to the server

d.) only known to the certificate authority

47. In authentication the node being verified is:

a.) previously known

b.) not previously known

c.) only known to the server

d.) always a client

48. Which of the following statements is false:

a.) symmetric key encryption uses the same key for encryption and decryption

b.) public key encryption uses different public and private keys

c.) in symmetric key encryption if your private key is lost, but public key is not, your security is still lost

d.) public key encryption is slower than symmetric key encryption

49. A digital signature can be created using public key encryption by using:

a.) your public key to encrypt data and private key to decrypt data

b.) your private key to encrypt data and your public key to decrypt data

c.) your private key to encrypt and decrypt data

d.) your private key to encrypt data and a server’s public key to decrypt data

50. SSL uses:

a.) only symmetric key encryption

b.) only public-key encryption

c.) symmetric key encryption to setup a connection and public key encryption to transfer data

d.) public key encryption to send a symmetric key

51. Which of the following is false about NFS?

a.) updates to files are central

b.) availability of files is local

c.) allows directories and files to be shared

d.) developed by SUN

e.) doesn’t use a port number

52. Kerberos provides:

a.) authorization

b.) authentication

c.) confusion

d.) a service for clients

53. Firewalls can achieve security through all but which method:

a.) packet filtering

b.) interior gateway detection

c.) application level proxy server

d.) circuit level gateway

54. How will you do on your final exam?

a.) good

b.) good

c.) both a and b
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